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Social Graphs Transportation Graphs Brain Graphs

Web Graphs Molecular Graphs Gene Graphs

Data as Graphs
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Graph Neural Networks (GNNs)

Key idea: Generate node embeddings via using 
neural networks to aggregate information from 
local neighborhoods [Message Passing].
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Inductive Representation Learning on Large Graphs, NeuIPS, 2017.
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GNNs can naturally integrate node feature and the 
topological structure for graph-structured data.



GNNs-based System is Everywhere
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Business Healthcare

Entertainment Education



Classified as panda

𝑥

Small adversarial noise

𝜖

Classified as gibbon

𝑥′

Find 𝑥’ satisfying 𝑥! − 𝑥 ≤ Δ
such that 𝐶 𝑥! ≠ 𝑦

Adversarial Attacks on Deep Learning
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Adversarial Attacks on GNNs
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GNNs Explainability

How GNNs make decision?
From Black-box to 

“Transparent”
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GNNExplainer as Adversarial Inspector 

GNNExplainer can act as an inspection 
tool and have the potential to detect 
the adversarial perturbations for graphs. 



12

Research Problem

Whether a graph neural network and its explanations can be jointly attacked 
by modifying graphs with malicious desires? 
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Research Problem

Adversarial attacks and the explanations for prediction made by a GNN model. 
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Problem Statement
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Formulation 

GNNExplainer

Node Classification 

Two-layer
GCN model 

Adversarial 
Edges 
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Graph Attack

Perturbation 
budget: 

Ø Gradient-based attack methods

Discrete property in Graph -> Relax the adjacency matrix A ∈ {0, 1} n×n as 
continuous variable.
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GNNExplainer Attack 

Sophisticated 
dependency 
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Our Proposed GEAttack

Inner
Loop

§ Mimic the optimization process of
GNNExperliner

§ Maintain the computation graph of these
updates on dependency of adjacency mask
matrix

Outer 
Loop

§ Require high-order gradient computation 
by the Automatic Differentiation Package 

Bi-level optimization problem:  
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Our Proposed GEAttack
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Experiment 

Ø GEAttack works consistently comparable to or outperform other strong GNN 
attacking methods. 

Ø GEAttack consistently outperforms other methods when attacking the 
GNNExplainer, except for the RNA method. 

Ø Both GNNs model and its explanations are vulnerable to adversarial attacks 
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Conclusion

Ø GNNExplainer (as Adversarial Inspector) can be utilized to understand and inspect 
the problematic outputs from adversarially perturbed graph data.

Ø A new attacking problem: jointly attack a graph neural network method and its
explanations.

Ø Our proposed algorithm GEAttack successfully resolves the dilemma between
attacking GNN and its explanations by exploiting their vulnerabilities
simultaneously.

Ø The very first study: investigate interactions between adversarial attacks and
explainability for the trustworthy GNNs.



Jointly Attacking Graph Neural Network and its 
Explanations 
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